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This form is used to register the Alberta Netcare Access Administrator (“Netcare AA”) for the authorized custodian’s facility(s). The registered Netcare AA can be the authorized custodian or a delegate who acts on behalf of the authorized custodian to manage user access to Alberta Netcare from the custodian’s facility(s). The form also identifies whether the Community  Facility(s) identified on the form have been authorized to manage user access online via AHS IAM. Individually identifying information collected on this form is subject to Alberta statutory and regulatory requirements. To access the instructions please click ‘Read Instructions’ button. All fields displayed are mandatory unless otherwise noted in the instructions or directly on the form with an asterisk(*). INCOMPLETE FORMS WILL BE REJECTED.
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Type of Request:
User Facility Type:
Has your Community Facility(s) been authorized by Alberta Health to manage user access online via AHS IAM?
Form will display once a selection is made in the Type of Request Field and the User Facility Type.MacUsers - Be sure form has been opened in Adobe Reader or it will not function properly.
 
TO COMPLETE THE FORM:
         • Save a new copy of the AA Registration eForm to your computer to ensure you are working from the current version.
         • Open and fill in the saved form.  Do not try to fill in the form directly in your browser as some browsers are not compatible. 
         • To access the Netcare AA Form instructions please use the "Read Instructions" button at the top of the form. 
         • The RESET FORM button on the top right of the form MUST be used anytime the user changes the ‘Type of Request’ or the ‘User Facility Type’.  Otherwise erroneous fields from previous selections could remain displayed.
Alberta Netcare AA Information Section - All fields displayed are mandatory unless otherwise noted in the instructions or directly on the form. Fields displayed with an asterisk (*) are optional but should be filled-in if known. Please refer to the top button "Read Instructions".
Alberta Netcare AA Information Section - Fields marked with an asterisk (*) are optional but should be provided if known. Please refer to the button at the top of the form called "Read Instructions".
Alberta Netcare AA Information - Fields marked with an asterisk (*) are optional but should be provided if known. Please refer to the button at the top of the form called "Read Instructions".
Facility Information
Alberta Netcare Remote Access Section - For Lost/Stolen hard tokens or devices soft tokens are on, please contact the Remote Access Team IMMEDIATELY at 1-844-542-7876.
Alberta Netcare Access Administrator Agreement
 (The individual appointed as the Alberta Netcare AA must read and sign the agreement below)
As an Alberta Netcare Access Administrator requesting create/amend/delete of Alberta Netcare users, I agree to:
1. Read, understand and comply with requirements and obligations stated within the Alberta Netcare Access Administrator Guide.
2. Manage the users Alberta Netcare access for the facility at which I am an authorized Alberta Netcare Access Administrator.
3. Manage the users remote access for the facility at which I am an authorized Alberta Netcare Access Administrator.
4. Comply with all statutory, regulatory and policy requirements to keep confidential any individually identifying information made available to me as an Alberta Netcare Access Administrator.
5. Understand my responsibilities within Alberta Netcare regarding unauthorized use and disclosure of individually identifiable health information and the associated penalties if I do not comply.
6. Communicate  to users  that unauthorized disclosure of individually identifying information obtained through Alberta Netcare may result in:
§ penalties as described in relevant legislation;  § disciplinary action;  § termination of Alberta Netcare access;§ notification to the relevant professional regulatory authorities of any inappropriate use.
7. Adhere to the requirements for accessing Alberta Netcare as directed by the Health Information Act, the Information Manager Agreement, my organizational privacy and security requirements, and (as applicable) my College’s Standard of Practice and the Health Professions Act.
8. Immediately submit a Alberta Netcare AA Registration Form when there is a change to my AA profile at a facility.
I understand and agree to comply with the above terms and conditions. I consent to be an Alberta Netcare Access Administrator for the facility(s) at which I am authorized on this Alberta Netcare Access Administrator Registration Form.
Netcare AA Signature:
Authorized Custodian Approval – All fields mandatory. Completion of this section is based on the facility type. For community facility(s), please ensure the Primary custodian completes this section. The Primary custodian is the individual who is either the ONLY authorized custodian, or who acts on behalf of all other authorized custodians, at the facility(s) indicated on this form. For Alberta Health and AHS/Covenant Health the individual who is delegated the authority to Approve Netcare AAs for each organization must complete this section.
Authorized Custodian Signature:
Alberta Health Privacy 
& Security Signature:
e-Mail completed Netcare Registration forms to  AHPrivacy@gov.ab.ca
eHealth Support Service Team - Office Use Only
QAC Signature:
Fax completed Community forms to the eHealth Support Team: 1-844-630-0877
 Alberta Netcare Access Administrator (AA) Form - Facility Information Section
Multiple Facilities Add-Remove Attachment List
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The Multiple Facilities Add-Remove Attachment List is ONLY used when space on the Alberta Netcare AA form does not allow for listing multiple facilities clearly under the `Facility Information' area of the form. RECOMMEND that you indicate on the Netcare AA form in the comments section that this form is being attached. Please review the the Netcare AA form instructions. INCOMPLETE OR ILLEGIBLE FORMS WILL BE REJECTED  - PLEASE PRINT CLEARLY.
Multiple Facilities Information  - All fields mandatory unless otherwise noted. 
Check Only One - selection depends on URF "Request Type".
Facility WDFA#
Facility Name
Department/Unit Name
(as applicable)
Alberta Netcare Access Administrator (AA) Registration Form Instructions
General information 
•         The Alberta Netcare AA Registration Form is used to: 
• Register the Netcare AA at the authorized custodian’s facility(s).
• Identify whether the custodian’s facility(s) does or does not have direct access to AHS Identity and Access Management (IAM) system. For more information on the AHS IAM system please contact the eHealth Support Services (eHSS) Team as per the Contact Information section.
•         The primary responsibility of the Netcare AA is to manage user access to Alberta Netcare from the authorized custodian’s facility(s). The Netcare AA is the primary contact for information regarding user access to Alberta Netcare from a specified facility they are authorized at.
•         The authorized custodian must be a Netcare AA as they are ultimately responsible for all Netcare accesses of their affiliates from their facility(s). However the authorized custodian can delegate to another individual who would act on their behalf as the Netcare AA.  A delegate can be a Netcare AA for more than one authorized custodian.
•         For more information regarding the Netcare AA role please contact the eHealth Support Team, as per the contact information section.
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Type of Request
Make one selection.
• Create – user is not an AA.
• Delete – user is no longer an AA at a facility or facilities.
• Amend – the individual AA appointment requires a change. This may include demographic information or appointment to another facility.
User Facility Type
Make one selection.
• Community – are non-AHS and Non-Alberta Health facilities.
• AHS/Covenant Health.
• Alberta Health.
Netcare AA Registration Form Completion Instructions
Form Completion
•         The eForm is a PDF smart form that will display new fields based on the information entered into previous sections. Please type all required information into the form before printing for authorization /signature.
•         If User Facility Type selection is ‘Community’ a question will appear that MUST be answered FIRST. The question is to determine whether the facility(s) the AA is being registered at have had AHS IAM implemented to allow online registration for Alberta Netcare access requests. Implementation of AHS IAM requires Alberta Health approval. The selection is either (Yes) or (No).
• Yes = The facility(s) the AA is registered at has AHS IAM deployed to it and access can be managed online.
• No = The facility(s) the AA is registered at does not have AHS IAM deployed.
•         Comment field can be used to clarify the request or add additional information.
Netcare AA Information 
•         All fields displayed are mandatory unless otherwise noted on the form. Fields displayed with an (*) are optional but should be completed if known.
•         Previous Last Name - will be displayed for amend ‘Type of Requests’ and must be completed for Name Changes.
•         Primary Work Address / Business Address – is the location (or primary location for multiple facilities) where the AA routinely receives messages, emails, notifications, and spends most of their time working.
•         External Email  - required for user access management notifications and messages.
•         Verification Question/Answer – verification fields are required to support the identification of yourself to the service desks when you contact them for help.
Facility Information
•         Completion of this section is dependent on the selections made under Type of Request.
•         Facility Information – one selection is made of the following:
• Add Facility – default selection for creates.
• Remove Facility – default selection for deletes.
•         Multiple Facilities - Opens up an additional form called ‘Multiple Facilities Add-Remove List’. This form can be used to list several facilities for the SAME authorized custodian for which the Netcare AA manages user access. If the Netcare AA works for different authorized custodians then a Netcare AA Registration Form must be submitted /signed by each authorized custodian. Community Netcare AAs DO NOT complete the last column of the List (i.e. Department/Unit Name); ONLY AHS (as applicable).
• Not Applicable – usually for amends where the change is not impacting which facilities the Netcare AA is currently at.
•         The Custodian WDFA # can be obtained from eHealth Support Team contact. Please refer to the contact informaton section.
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Netcare AA Registration Form Completion Instructions
Alberta Health Privacy & Security Signature
Alberta Health and AHS Netcare AA forms must be submitted to the Privacy & Security Team as per the ‘Form Submission Instructions'.Incomplete or illegible forms will be rejected.
Submission
The eForm will display the submission instructions based on the selection made for User Facility Type. It is therefore IMPORTANT to select the correct User Facility Type.
Contact Information
•         Community Facilities (i.e. physician clinics, pharmacies) - please contact the eHSS:
• Toll Free: 1-855-643-8649
• Email: ehealthsupport@cgi.com
•         AHS / Covenant Health - AHS staff can contact theAHS Service Desk for their zone
•         Alberta Health contact is AHPrivacy@gov.ab.ca
QAC (eHealth Consultant) Signature
Community facilities must submit the form to the eHealth Support Team as per the `Form Submission Instructions’. The eHealth Consultant will review the form for completeness and sign. Incomplete or illegible forms will be rejected.
Alberta Netcare Access Administrator Agreement
•         The Netcare AA must read and sign the Netcare AA form showing that they agree to the terms of the agreement.
•         The Netcare AA signature is only required when the Type of Request = Create or Amend. No signature is required for Deletes.
Authorized Custodian Approval
•         The authorized custodian at the identified facility(s) must provide their approval on all Netcare AA forms.
•         For Community sites, the approval will be by the Primary custodian. The Primary custodian is the individual who is either the ONLY authorized custodian, or who acts on behalf of all other authorized custodians, at the facility(s) indicated on this form.
Remote Access Section
• The remote access section on the eForm will ONLY be displayed for Community and ONLY when the answer to the initial question regarding AHS IAM = YES. For additional information on remote access please contact eHealth Support as per the Contact Information section.
• REMINDER – Tokens are issued to the user NOT the facility. User’s may work at more than one facility and may still need remote access for the other facility(s). The responsibility of the Netcare AA is to advise the user that if they no longer need remote access they must return the token to AHS Remote Access at the address listed below. The Netcare AA can facilitate the return of the token if the user agrees they no longer need remote access.
• The eForm will display or expand based on the initial /and subsequent selections. All fields are mandatory unless otherwise noted on the eForm. There are two token types: hard tokens (hardware) and soft tokens (software issued to the user’s mobile device, such as iPhone). 
• The initial selection choices are:
• Provision – user does not have a token. Type of token will be displayed.
• Replace Hard Token – user needs to replace their existing hard token.
• Change Token Type – need to change to another token type. The token selection is what the user wants to change to.
• Existing – user already has remote access /a token.
• Deactivate – the user no longer requires remote access at the current facility.
• If hard tokens, or the device the soft token is on, are stolen; or you are having issues with your token please contact the AHS Remote Access Team at 1-844-542-7876.
• All hard tokens must be returned to the following address when remote access is no longer required by the user:
AHS Remote Access
19th Floor, CN Tower
19-106, 10004 – 104th Avenue
Edmonton, AB  T5J 0K1
8.2.1.3144.1.471865.466429
Verica Jelic
2018-10
Health
This form is used to register the Alberta Netcare Access Administrator (AA) at a specified facility(s) by the authorized custodian(s). The Alberta Netcare AA is delegated the authority to act on behalf of the authorized custodian(s) to carry out user access management duties for Alberta Netcare.
Electronic Health Record - Alberta Netcare
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