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Alberta Netcare Support User
Registration (sURF)
Version 6.3
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This form is used to manage user access for individuals who support the ongoing operations of Alberta Netcare on behalf of the EHR Information Manager. Individually identifying information collected on this form is subject to the Alberta statutory regulatory requirements. To access the sURF instructions please hit ‘Read Instructions’ button. All fields displayed are mandatory unless otherwise noted in the instruction or directly on the form. INCOMPLETE FORMS WILL BE REJECTED.
Type of Request Section
Type of Request:
User Facility Type:
Form will display once a selection is made in the Type of Request Field and the User Facility Type.
MacUsers - Be sure form has been opened in Adobe Reader or it will not function properly.
 
TO COMPLETE THE FORM:
         • Save a new copy of the Registration eForm to your computer to ensure you are working from the current version.
         • Open and fill in the saved form.  Do not try to fill in the form directly in your browser as some browsers are not compatible.
         • To access the instructions please use the "Read Instructions" button at the top of the form. 
Alberta Netcare Support User Information Section - All fields displayed are mandatory unless otherwise noted in the instructions or directly on the form. Fields displayed with an asterisk (*) are optional but should be filled-in if known. Please refer to the top button "Read Instructions".
Alberta Netcare Access Section - The following security roles are available for selection based on your facility type and facility name. If there is a choice ONLY one security role can be selected per request. Based on the security role selected there may be additional access that must be selected.
Is an administrator role required?
PD and PIN Access - AHS users have pre-defined access.
Select Netcare Role:
Select Additional Access (based on purpose)*:
Alberta Netcare Remote Access Section - Remote access is mandatory for all Alberta Health affiliates. The preference is that users request soft tokens unless there is sufficient reason provided before the request is submitted. AHS affiliates will follow internal organizational requirements.
Alberta Netcare Authorized Approver Section - Mandatory signature. This signature is based on the organizational delegation of authority to approve. For example the user’s direct supervisor/manager or higher.
Alberta Netcare Access Administrator Section - Mandatory signature. These individuals are delegated the authority to approve access to Alberta Netcare on behalf of the authorized custodian for the facility.
Email completed AH Support User Forms to: AHPrivacy@gov.ab.ca
Email completed Forms to: netcareaccess@albertahealthservices.ca orFax to AHS Netcare Registrations: 780-735-3232
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 ALBERTA NETCARE 
Support User Registration
(sURF) Completion Instructions
General information 
•  The Netcare Support URF is used to manage user access for Alberta Health and Alberta Health Services (AHS) staff that support the ongoing operations of the Alberta Netcare system on behalf of the Information Manager.
Alberta Health is designated as the information manager for the Alberta EHR under the Health Information Act (HIA).
•  Alberta Netcare Access Administrator Section - The EHR security role will have predefined access unless additional access displays when the role is selected on the form. Not all security roles have access to clinical infrastructure systems within the EHR. If you have questions please refer to the Contact Information section of these instructions.
•  If you have any questions please direct them to your organizational contact. Please refer to the Contact Information section of these instructions.
Contact Information
•  Alberta Health Staff (affiliates) - AHPrivacy@gov.ab.ca
•  AHS Support Roles (AHS Access Team) - AHSEHRDeployment@albertahealthservices.ca 
Submission
This information is available at the end of the form depending on the user’s facility type selection.
Form Completion
•  The form will expand  and display sections and fields depending upon the initial selections. All fields are mandatory unless specified on the form or within these instructions.
•  Which security roles display are dependent on the selection made under User Facility Type and the selection made in the Facility Name field within the Alberta Netcare Support User Information Section. Only one role can be selected per request form.
•  Purpose of Access – This is a text field. You must provide the reason for requesting a Netcare security role.
Alberta Netcare Support User Information Section
This section helps to identify (verify) who you are. Please ensure you complete all required fields.
Alberta Netcare Access Section
•  Users will select a security role that relates to the purpose of their access within the organization they are affiliated to.
•  PD-PIN Support security role – once selected additional access will display. The user must make a Netcare role selection: Admin or Clinical.  If Clinical 9 is selected, additional access will be displayed and can be selected. Any access selection must restrict the users access to the purpose for which the user is providing support.
Alberta Netcare Remote Access Section
•  Alberta Netcare remote access is handled by the AHS Remote Access Team. 
•  There are two types of tokens: hard token (hard ware – “FOB”) and soft token (software issued to a user’s mobile device (e.g. iPhone).
•  All Alberta Health staff (affiliates) must request remote access and must request a ‘SOFT TOKEN’ unless there is sufficient reason provided for why a hard token is required. Example of ‘sufficient reason’ is that the user does not meet soft token prerequisites.
•  Based on selections made within this section, please provide the corresponding information in order to process the form appropriately.
•  Change Token Type - the information provided is the token type you want to change to. Remember when changing from hard to soft token, be sure to return the hard token when the soft token is activated.
•  Remember for Name changes and Existing, please include your serial # of the token issued to you.
•  If hard tokens, or the devices the soft token is on are stolen, please contact the AHS Remote Access Team immediately at 1-844-542-7876.
•  Hard token must be returned to the following address when no longer being used, broken /replaced, deactivated:
 
RSA Remote Token Support
CN Tower
18th floor, 10004-104th Avenue
Edmonton, AB  T5J 0K1
•  If you have any questions please refer to the ‘Contact Information’ section of these instructions.
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Approval Sections
This information is available at the end of the form depending on the user’s facility type selection.
Alberta Netcare Authorized Approver
This is a mandatory signature and is the user’s direct manager.
Alberta Netcare Access Administrator
This is a mandatory signature. This signature is obtained when the form is submitted.
Alberta Health IT Support User Roles
Privacy & Security
These individuals act on behalf of the information manager, provide advice on privacy & security obligations under HIA, EHR governance, Netcare registration processes and any associated documentation.
PD-PIN Support
These analysts provide administrative and technical support for the PD and PIN applications and their integration within the EHR.
Provincial Service Desk
These analysts provide tier 1 technical support services to Community Netcare users regarding their Alberta Netcare access. As well as password reset for all Netcare users.
eHealth Support Services Team
These individuals provide support to Alberta Netcare community and AHS sites regarding Alberta Netcare deployment, training, and problem resolution activities.
EHR Data Requestor
These analysts assist in responding to formal access to information requests under HIA, for information held within the EHR.
CII-CPAR Support
These analyst provide administrative and technical support to CII and CPAR applications and their integration within the EHR.
AHS IT Support Roles
IT ANP Support
These analysts are responsible for development, configuration, testing, implementation and support of the portal application.
IT ANP Admin
These analysts are responsible for development and configuration to the Orion product when enhancements, maintenance and upgrades are done to Alberta Netcare Portal.
IT Primary Care and CDM Applications (PCCDM) Support
These analysts are responsible for the development, configuration, testing, implementation and support of the SDM/SMT/CDM (Soprano Disease Management / Soprano Medical Templates / Chronic Disease Management) modules and all of their functions within ANP.
IT PCCDM Admin (role is usually provided with IT PCCDM Support)
This role is for SDM/SMT/CDM IT analysts only. These analysts are responsible development and configuration to the Orion product when enhancements maintenance and upgrades are done to SDM/SMT/CDM modules.
IT Registries & Repository
These analysts are responsible for development, maintenance, testing and support the AHS registries and repositories within ANP. These analysts ensure that the multiple data sources feeding into ANP are viewable and that the content is received and stored correctly.
IT eSignature Support
These analysts are responsible for the maintenance and support of the eSignature module within ANP.
IT Diagnostic Imaging
These analysts are responsible for the maintenance and support of the Provincial DI Viewer within ANP.
IT Laboratory
These analysts are responsible for testing, maintenance and support of the laboratory systems and the laboratory repository in which ANP displays lab data.
Data Integrity Support
These analysts are responsible to investigate data integrity issues within ANP. All data integrity issues are corrected through the source systems, not ANP.
AHS IT Access Admin
These analysts are responsible to create, edit, delete and maintain user accounts within ANP.
IT Service Desk
These analysts are responsible for resetting user passwords.
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This form is used to manage user access for individuals who support the ongoing operations of Alberta Netcare on behalf of the EHR Information Manager.
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