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Alberta Netcare User Registration (URF)Version 6.4
This form is used to manage Community and Alberta Health user access to Alberta Netcare. Individually identifying information collected on this form is subject to Alberta statutory and regulatory requirements. To access URF instructions please click-on ‘Read Instructions’ button. The ‘RESET’ & ‘PRINT” buttons are at the bottom of the form. All fields displayed are mandatory unless otherwise noted in the instructions or have an asterisk (*) beside the field.  Incomplete or ineligible forms will be rejected.
 Type of Request Section
Request Type (select one ONLY):a. Create – User does not have access to Netcare.b. Delete – User no longer requires access to Netcare at the specified facility.  Please be sure to complete the remote access section, as applicable.c. Amend – User already has Netcare access but now requires a change to that access. d. Name Change –  This is a specific type of amendment that requires the previous name field to be completed. If the User has a token, please update the Remote Access Request Section.
Type of Request:
User Facility Type:
Form will display once a selection is made in the Type of Request Field and the User Facility Type.MacUsers - Be sure form has been opened in Adobe Reader or it will not function properly.
TO COMPLETE THE FORM:
         • Save a new copy of the User Registration eForm to your computer to ensure you are working from the current version.
         • Open and fill in the saved form.  Do not try to fill in the form directly in your browser as some browsers are not compatible. 
         • To access the URF instructions please use the "Read Instructions" button at the top of the form. 
Alberta Netcare User Information Section - All fields displayed are mandatory unless otherwise noted in the instructions or directly on the form. Fields displayed with an asterisk (*) are optional but should be filled-in if known. Please refer to the top button "Read Instructions".
AHS Confidentiality Agreement Completed?
Alberta Netcare User Information Section - All fields displayed are mandatory unless otherwise noted in the instructions or directly on the form. Fields displayed with an asterisk (*) are optional but should be filled-in if known. Please refer to the URF instructions.
Alberta Netcare Access Section - CUSTODIANS are responsible for all access and actions by their affiliates. Access MUST adhere to Health Information Act principles of least amount of information and a need to know. Refer to  Netcare Permission Matrix.
Facility Information
Standard Access Selection
Select Access to be Removed
Optional Access - Standard access has already been selected below. You must select the Optional Access. Please refer to the Netcare Permission Matrix to identify what optional access is available for the role selected.
Remote Access (RSA SecurID) Section - For lost/stolen hard tokens or devices soft tokens are on, please contact the RSA Remote Token Support Team immediately:  Netcare Contact Information.
Netcare Requestor (NR) Approval - To be completed for Alberta Health ONLY.  This individual is the user's manager (or higher).
Netcare Access Administrator (Netcare AA) Approval - All fields are mandatory. You MUST be an authorized AA for the Facility the User is at.
eHealth Services Team - Office Use Only
Email completed Alberta Health forms to the AH Netcare Access Administrator: AHPrivacy@gov.ab.ca
Fax completed Community forms to the eHealth Services team: 1-844-630-0877.
Completed AHS Netcare Registration forms can be faxed to: 780-735-3232 or emailed to: NetcareRegistration@albertahealthservices.ca
 Alberta Netcare User Registration Form - Facility Information Section
Multiple Facilities Add-Remove Attachment List
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The Multiple Facilities Add-Remove Attachment List is ONLY used when space on the Alberta Netcare User Registration Form (URF) does not allow the custodian or their appointed Alberta Netcare Access Administrator (AA) to list multiple facilities clearly under the `Facility Information' area of the URF. Do not use this form if the facilities can be reasonably listed on the URF. RECOMMEND that you indicate on the URF  in the comments section that this form is being attached. Please review the URF instructions. INCOMPLETE OR ILLEGIBLE FORMS WILL BE REJECTED  - PLEASE PRINT CLEARLY.
Multiple Facilities Information  - All fields mandatory unless otherwise noted. 
Check Only One - selection depends on URF "Request Type".
Facility WDFA#
Facility Name
Department/Unit Name
(as applicable)
ALBERTA NETCARE PORTAL (ANP)
User Registration Form (URF) Completion Instructions
General Information
• Completion of the Alberta Netcare URF (“eForm”) will enable user access to ANP or to have changes made to their access including termination of that access.
• Access to confidential health information in ANP must be based on the principles of ‘a need to know’ and the ‘least amount of information’ for the affiliate to do their job.
• Custodians are responsible for the actions of their affiliates when they access ANP.
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URF Form Completion Instructions
Alberta Netcare Access Section
• Facility Information:
○ Multiple Facilities opens an additional form called the ‘Multiple Facilities Add-Remove Attachment List’. This form allows for the listing of multiple facilities in a more legible manner.
○ Custodial WDFA # and Facility Name are mandatory fields.
• Standard Access:
○ Each ANP role has standard access that is automatically provisioned when that role is assigned to the user. Refer to the Alberta Netcare Permission Matrix to understand what the roles are and the type of access for each.
○ Under Standard Access on the form an ANP role must be selected.
Alberta Netcare User Information Section
• All fields displayed are mandatory unless otherwise noted on the form or in these instructions.
• Fields displayed with an (*) are optional but should be filled-in if known.
• For Locum Physicians or Relief Pharmacists, enter “Locum or Relief Pharmacist” into the comments field. This will ensure that the form is processed as urgent.
• Middle Name/Initial – Supports user identification. This is an optional field.
• Professional ID field – should be completed when you have one. Certain ANP roles require a professional ID otherwise the Alberta Netcare URF will be rejected.
• Work/Business Address – No PO Box # Accepted.
• Telephone /Mobile Phone – The contact phone number for user. This can be a work or personal phone number.
• Email – The contact email for the user. This can be a work or personal email.
• Verification Question/Answer – fields used by the service desk to verify who you are.
eForm Completion
• Right click and save a new ‘blank’ copy of the eForm to your computer to ensure you are working from the current version. REMINDER - completed forms cannot be saved, they can only be printed.
• Open and fill in the saved form. Do not try to fill in the form directly in your browser as some browsers are not compatible.
• The computer accessing the eForm must have a current version of Adobe Reader installed.
• The eForm is a PDF smart form that will display new fields based on information entered into previous sections. Please type all required information into the form before printing for authorization.
• The ‘RESET’ button is located at bottom of page. When clicked the entire form is reset to the initial selections and all information is removed from fields previously completed.
Type of Request Section 
• Make one selection for Type of Request and for User Facility Type.
• Please use the reset button if a change needs to be made to either or both Type of Request and User Facility Type. This will ensure the correct fields display on the form.
• The Comment field can be used to clarify a request. For example it can be used to indicate that the amend request is for a Name Change only.
REMINDER - Community facilities can contact eHealth Services for help completing this form or obtaining additional information (e.g. WDFA #, Alberta Netcare Permission Matrix). Please refer to the Contact Information section of these instructions.
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URF Form Completion Instructions
• Optional Access:
○ Certain ANP roles have additional access to PD or PIN that may be selected.
• The eForm will display both the standard access already pre-selected and the additional (or “Optional”) access that can be selected for that role. Remember only select the optional access that is appropriate to do your job.
• Pharmacy Batch:
○ The ‘Add Access to Pharmacy Batch’ will display when a Pharmacy role is selected under Standard Access. This should ONLY be selected if the facility is a Community Pharmacy and the pharmacy is using the File Transfer Utility (FTU) to send dispense batch files. Otherwise do not select.
• Considerations - before selecting an ANP Role and/or Optional Access:
○ Health Professions College’s Standards of Practice/Health Professions Act (HPA) of Alberta – The member’s college is responsible for setting Standards of Practice for its members under HPA. These standards provide an overall framework for how the members will practice within the health system. It identifies standards, limits, and conditions related to the scope of practice. For example – not all health professions can dispense or prescribe, because it is not an approved scope of practice under the HPC Standards of Practice. In this case, an ANP role that has prescribe and/or dispense as standard access should not be selected, nor should dispense and/or prescribe be selected as optional access.
○ Health Information Act (HIA) – The HIA and the regulations made under it, establish the rules that must be followed for the collection, use, and disclosure, and protection of health information in the health sector in Alberta. There is an expectation that the principle of least amount of information for a specific purpose (i.e. scope of practice, job role) will be adhered to.
○ Information Exchange Protocol (IEP) – Establishes the specific rules that all users must follow when accessing information within ANP.
○ ANP Role Restrictions - Some professions are restricted to a specific ANP role. Often times there is no optional access allowed. However it is possible to select an ANP role that provides lesser access.
Alberta Netcare Remote Access Section
• Complete the Alberta Netcare Remote Access Section if you will be accessing ANP through the internet. All Community Users will require an RSA SecurID token.
• Additional information on tokens can be found on the Alberta Netcare Learning Centre.
• There is now a choice between hard tokens (hardware) and soft tokens (software issued to the user’s mobile device (e.g. iPhone).
• Requesting a Hard Token requires that a Business Justification be selected:
○ Workplace prohibits personal mobile devices.
○ User does not have a mobile device.
○ Other application used allows only hard token.
○ Other – Please specify in the eForm comment field.
• Users must meet the soft token prerequisites before selecting soft token. Please click on the eForm soft token prerequisites button.
• The minimum remote access selection is “Not Required”.
• The eForm will display or expand based on initial and then subsequent selections. All fields are mandatory unless otherwise noted on the eForm.
• Provision – user does not have a token. Type of Token will be displayed.
• Replace Token – user needs to replace the token because it has been lost/stolen or broken. REQUIREMENT: To report a lost/stolen tokens/device please follow the instructions available here –RSA Remote Token Support.
• Change Token Type – user wants to change from hard to soft token or vice-versa, soft to hard token. The selection is the token type you want to change to. Remember to return hard token when soft token is activated.
• Deactivate – the user no longer requires a token. Return the hard token.
• Existing – user has a token. Type of Token will be displayed. Please complete all mandatory fields and include Serial #.
• Hard/soft tokens are issued to the user NOT the facility. In the case of hard tokens, the responsibility of the Alberta Netcare Access Administrator (AA) is to advise the user that they are responsible to return the hard token to RSA Remote Token Support when they no longer need access. The Netcare AA can facilitate the return of the hard token if the user agrees they no longer need remote access.
• When tokens are no longer required please follow the instructions available here - RSA Remote Token Support.
The selection of an ANP role and any optional permission(s) should adhere to HIA principle of the least amount of information for a specified purpose. View Alberta Netcare Permission Matrix.
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URF Form Completion Instructions
Approval Sections
The eForm will expand and display specific approvals based on the selection made under the User Facility Type drop-down menus.
Netcare Requestor (NR) Approval
This section will ONLY be displayed when the User Facility Type selection is Alberta Health.
The NR is generally the user’s manager (or higher) and is a mandatory signature before of the eForm is submitted.
Netcare Access Administrator (AA) Approval
This section is mandatory. To obtain the Netcare AA signature please speak to your authorized custodian. Custodial types are describe in the Submission section.
Quality Assurance Consultant (QAC) Signature and eHealth Consultant Name Field
These individuals are part of the eHealth Services team which provides support for Alberta Netcare deployment, training, and problem resolution activities.
Please refer to the Contact Information section for more information. These fields are completed after the eForm is submitted. Please refer to the Submission section for more information. These fields are completed after the eForm is submitted. Please refer to the Submission section for more information.
Contact Information
• Community Facilities (i.e. physician clinics, pharmacies) - please contact eHealth Services Provider Support:
○ Toll Free: 1-855-643-8649
○ Email: eHealthProviderSupport@gov.ab.ca
• AHS / Covenant Health - AHS staff can contact the AHS Service Desk for their zone Alberta Health contact is AHPrivacy@gov.ab.ca.
Submission
Submission of the eForm depends on the custodial affiliation of the user. Please be sure to submit to the correct location otherwise your request will be delayed.
Community – these users are affiliates of a custodian designated under the HIA. For example - physician, pharmacist.
Fax: 1-844-630-0877
Alberta Health - these users are affiliates of Alberta Health.
Email: AHPrivacy@gov.ab.ca
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This form is used to manage user access to Alberta Netcare. Completion of the Netcare eReferral User Registration Form will enable users to request additional eReferral access, or amend and delete that additional eReferral access.
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